Sent: Wednesday, March 25, 2020 8:26 AM
Subject: Please consider this public messaging from the DHS cybersecurity center

Good morning,
We have been asked to share out this information from the Cybersecurity Center at the Department
of Homeland Security. Thanks.

e

Good Morning,

COLORADO
Department of Local Affairs

Division of Local Government

We received some information from our cybersecurity center at Department of Homeland Security
who collected the articles below at the request of our Agency’s Director following an ABC article on
threat actor disinformation campaigns via SMS. https://abcnews.go.com/Health/facing-coronavirus-
pandemic-us-confronts-cyber-attacks/story?id=69653329 .

These are pervasive and sophisticated. During these times, we want to do all that we can to protect
our communities, so please share this information for public awareness. In addition, if anyone wants
to report Suspicious Activity in Colorado, call 1-877-509-2422 or use this

website: http://report.ciac.co.gov/. Thank you and have a good day.
Natriece Bryant

Deputy Executive Director

Executive Director's Office

Lo

**Under the Colorado Open Records Act (CORA), all messages sent by or to me on this state-owned e-mail account may be

subject to public disclosure.
Article Title | URL

COLORADO
Department of Local Affairs

Office of the Executive Director

natriece.bryant@state.co.us | www.colorado.gov/dola

Russia deploying coronavirus https://www.reuters.com/article/us-health-coronavirus-
disinformation to sow panic in West, | disinformation/russia-deploying-coronavirus-disinformation-to-

EU document says sow-panic-in-west-eu-document-says-idUSKBN21518F

Here's A Running List Of The https://www.buzzfeednews.com/article/janelytvynenko/coronavirus-

Latest Hoaxes Spreading About The | fake-news-disinformation-rumors-hoaxes
Coronavirus

Be Wary of Those Texts From a https://www.nytimes.com/2020/03/16/us/coronavirus-text-
Friend of a Friend’s Aunt messages-national-quarantine.html

False coronavirus rumors surge in https://www.nbcnews.com/tech/tech-news/false-coronavirus-
'hidden viral' text messages rumors-surge-hidden-viral-text-messages-n1160936
Coronavirus Misinformation Is https://www.huffpost.com/entry/coronavirus-text-fake-
Spreading Through Bogus Texts misinformation_n_5e714e65¢c5b63c3b648682¢c5

And Group Chats
In fast-moving pandemic, sources of | https://www.washingtonpost.com/technology/2020/03/16/disnfo-
falsehoods spread by text, email, texts-trump-quarantine/

WhatsApp and TikTok elude
authorities
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